
NSO restructures, including 13% headcount 
reduction and a new CEO (Link)
The Chief Executive of NSO Group is stepping down as part of an 
internal shake-up at the Israeli spyware company, whose technology 
has allegedly been misused by governments and other groups to hack 
the mobile phones of journalists and dissidents. NSO Chief Operating 
Officer Yaron Shohat will lead the company until a new chief executive 
is appointed to. Shohat will be expected to lead a reorganisation of 
NSO that is expected to result in about 100 employees, around 13% of 
the workforce, losing their jobs. “The company-wide reorganisiation will 
examine all aspects of its business, including streamlining its 
operations to ensure NSO remains one of the world’s leading high-tech 
cyber intelligence companies, focusing on NATO-member countries,”

NHS staff told to plan for three weeks of disruption 
following cyber attack (Link)
It has been confirmed that hackers recently launched a ransomware 
attack on UK company Advanced, which provides and runs a variety of 
software and services for the NHS. The ransomware struck Advanced’s 
systems on 4 August 2022, affecting services across all four of the 
UK’s nations. When news of the attack first broke, the company’s COO 
Simon Short predicted that the attack would be resolved within the 
week. However, a later update from Advanced has warned it could take 
three to four weeks to recover. Advanced has not said if the attack has 
compromised any patient data, or if it is in negotiation with the hackers 
over potentially paying a ransom. Commenting on the NHS 
ransomware attack, CISO at SafeBreach Avishai Avivi said: “This 
recent attack is yet another example of the evolving adversarial 
strategy. Rather than directly attacking an organisation, in this case, the 
NHS, they are targeting the organisation's supply chain. My concern is 
that this attack might have a significantly larger impact than first 
communicated.”.

Xi Jinping urges Chinese public bodies to better 
protect citizens’ data (Link)
President Xi Jingping has urged public bodies to “defend information 
security” after a hacker offered to sell the stolen data of one billion 
Chinese citizens. In an advert on a criminal forum, later removed, the 
user said the data was stolen from the Shanghai National Police. The 
hacker claims the information includes names, addresses, National ID 
numbers and mobile phone numbers. The 23 terabytes of data is 
thought to be the largest sale of data on record and was being offered 
for $200,000 (£166,000) until the post was removed.  
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Albania severs diplomatic ties with Iran over cyber-attack (Link)
Albania has severed diplomatic ties with Iran and ordered the Iraninan embassy staff to 
leave, accusing it of orchestrating a major cyber-attack. Prime Minister Edi Rama said a 
probe had found “incontrovertible evidence” that Iran “hired four groups to mount the attack 
on Albania” on the 15th July 2022. The hackers tried to paralyse public services, delete and 
steal government data, and incite chaos, he added. In response, Iran rejected Mr Rama’s 
claims as “baseless”.

UK water supplier with over a million customers hit by cyber-attack (Link)
The UK water supplier South Staffordshire PLC (the parent company of South Staffs Water 
and Cambridge Water) with over a million customers was hit by a “criminal cyber-attack.” 
According to South Staffordshire PLC’s statement, the incident did not affect its ability to 
supply safe water, and the supplier continues to serve its Cambridge Water and South Staffs 
Water customers.

Thoma Bravo pulls out of talks with Darktrace, marking latest in series of 
blows for the firm (Link)
Darktrace shares fell more than 30% after the news. Thoma Bravo did not give any reason 
for its decision. Darktrace has had a rocky ride since listing on the LSE last April, with its 
share price fluctuating between 281p and 1,003p.

Lloyd’s of London defends cyber-insurance exclusion for state-backed 
attacks (Link)
The insurance market shows signs of honing in on term standardisation in cyber-insurance, 
with Lloyd’s of London advocating for a general exemption for state-backed attacks in 
cybersecurity contracts. The body said that as the risk of cyber attacks continues to rise, the 
choice is between increasing insurers’ capital requirements - thereby increasing premium 
costs - or establishing firm exemptions in the contracts to limit systemic risk to the industry. 

US Govt allocates $15.6B to Cybersecurity spending in 2023 budget 
(Link)
$11B will go towards the Department of Defense, but perhaps surprisingly $3B will be given 
to the Cybersecurity and Infrastructure Security Agency (CISA), established under Donald 
Trump in 2018. The budget signifies the ever-increasing emphasis governments are placing 
on cybersecurity spending, and will boost business for firms with government contracts.

Recent report sheds light on oligopolistic ransomware industry (Link)
A recent analysis of the cybercriminal space indicates that a small number of 
highly-organised hacker groups dominate the ransomware industry. Difficulty in reliable 
data-gathering and the tendency for corporations to underreport attacks create a murky 
landscape for analysis, but findings show that three groups - Conti, DarkSide, and Phoenix 
CryptoLocker - extorted >$180M in 2021. Firms are increasingly professionalised, often with 
physical office space and offering ‘cyberattacks-as-a-service’ to affiliates.

Google successfully defends largest layer 7 DDos attack in history, 
peaking at 46m requests/second (Link)
Google blocks a record DDoS (Distributed Denial of Service) attack of 46 million requests 
per second. “To give a sense of scale of the attack, that is like receiving all the daily requests 
to Wikipedia (one of the top 10 trafficked websites in the world) in just 10 seconds,” Google 
said. Google said it successfully thwarted the attack.

https://www.bbc.co.uk/news/world-europe-62821757
https://cybernews.com/news/uk-water-supplier-with-over-a-million-customers-hit-by-cyberattack/
https://www.ft.com/content/1b78d6f0-c7ae-48b6-9b70-eb70c50fd040
https://www.ft.com/content/e865a3d1-5652-41aa-990a-bb5ad57288c6
https://thehackernews.com/2022/08/us-government-spending-billions-on.html
https://www.ft.com/content/52ba7c98-e7c2-4420-960b-6cb540138079
https://cybernews.com/news/google-blocks-record-ddos-attack-46-million-requests-per-second/

