
Cyber security 

rundown

• Ex-GCHQ employee 

raises $75m for 

cyber security 

startup.

• JBS, world’s largest 

meat producer, pays 

$11m ransom.

• Colonial Pipeline 

operations halted for 

5 days by 

cyberattack, pay 

$5m Bitcoin ransom.

• FBI uses UK 

company for busts.

• Darktrace lists on 

LSE for £1.7bn

• Crime as a Service 

(CaaS) on the rise

Immersive Labs Raises $75m Cash Injection to

Scale Up

Immersive Labs, a Bristol-based cyber security training company

founded by a former GCHQ employee, has successfully raised $75m to

grow the business, bringing total capital raised to $123m, with plans for

tripling the workforce from 220 to 600+ within the next two years.

Having gained previous backing from Goldman Sachs Asset

Management, Immersive Labs’ list of investors are joined by Citi

Ventures, Menlo Ventures and Insight Partners. The raise comes at a

valuation of $440m.

This brings increasing awareness that cyber security is no longer the

concern of a small handful of tech experts. James Hadley’s company

focusses on organising lab sessions, where employees are trained in

safe internet use and data handling. In a world where the global cost of

cybercrime is estimated to be $6tn, companies are doing everything

possible to protect themselves from cyber threats.

The series C capital raise also comes at a time where in just the last 8

months, the cyber security industry has welcomed 13 new unicorns.

This is representative of the market now better understanding the

importance of cyber security, something aided by the COVID pandemic

and the global shift to remote work.

JBS Operations Shut Down, Pays $11m Ransom

In a hack which shut down global operations for a day, JBS, which

supplies over a fifth of all beef in the US, was made to pay a ransom by

cybercrime group REvil. The FBI described the attack as “one of the

most specialised and sophisticated”, having been able to bypass the

defences of a company which spends $200m on IT, equal to over one

fifth of their profit for 2020. Despite the complicated nature of the

attack, it has been shown that ransomware software and other Crime-

as-a-Service products can be bought on the dark web for as little as

$40. Alternatively, there are dedicated sites where hackers list for sale

the information of companies who decided not to pay ransom for data

breaches. As spend and awareness of cyber security issues increases,

so does the complexity of hacks.
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Colonial Pipeline Pays $4.4m in Ransom, FBI uses

UK Company to Recover Half

Colonial Pipeline, the largest pipeline system for refined oil in the

United States, had operations brought down for five days in a

ransomware hack by Darkside, which similarly to REvil is suspected

to be a Russia-based cybercriminal group. Further, although the

ransom was paid in full, the decryption tool provided by the group to

reverse the hack did not immediately allow operations to resume for

the company which manages 45% of the East Coast’s petrol and

diesel supply.



A task force organised by the Biden administration was able to recover

roughly $2.2m of the ransom. UK company Elliptic traced the funds that

were sent to DarkSide on behalf of the FBI by following the public

transaction information to a pair of wallets, and subsequently finding

the private key to the wallets on the server they were hosted on. They

were also able to trace a further $4.4m ransomed on 11 May 2021 from

chemical distribution company Brenntag as well. While it is not

immediately clear why the group did not use a more secure form of

cryptocurrency (such as Monero) it is clear that an industry based on

ransomware recovery has incredible growth potential in the future.

Recent talks between POTUS Joe Biden and Russia’s President

Vladimir Putin have brought more attention to the mounting

Poppy Gustafsson, Darktrace CEO: Listing in 

London was a “very logical choice” given the 

UK’s pedigree in Artificial Intelligence.

Darktrace lists on LSE for £1.7b

UK-based cyber security company achieved official unicorn

status after an IPO on the London Stock Exchange, which

raised £165m and saw its valuation jump 32% from £1.7b to

£2.2b over its first day of trading. As at today, the share

price is up over 100% on the IPO price. This again highlights

strong market awareness of the need for a new generation

of corporate cyber defences, and reignites hopes for future

UK technology unicorns post-Deliveroo. Darktrace provides

an Artificial Intelligence-based platform for autonomous

cyber-threat detection, investigation and response. Such

actions are traditionally carried out by human cyber

consultants or in-house tech teams, meaning that the

application of this technology would vastly reduce the cost

and man-hours required for companies to be digitally

secure.

issue of cyber security between the two nations, given that the most high-profile attacks have been

from suspected Russia-based groups.

• IPO list price: 250p

• Date of Listing: 30 April 2021

• Exchange: LSE

• Price since IPO: Increase of 108%

• Today’s Price: 521.96p


