
US and UK combine on cyber ops
The UK and the US published a joint statement on their response to cyber warfare. The director of
GCHQ and head of US Cyber Command pledged to ‘adapt, innovate, partner and succeed against
evolving threats in cyberspace; by planning enduring combined cyberspace operations that enable a
collective defence and deterrence and impose consequences on our common adversaries.’

A joint analysis was carried out by the FBI, the UK’s National Cyber Security Centre (NCSC) and the
Australian Cyber Security Centre. It found that Iran has been behind a campaign of ransomware and
other cyber attacks on US critical infrastructure and Australian organisations since March.

Iranian government-sponsored hackers exploited a bug in security group Fortinet’s software and
another in Microsoft’s email software. Successfully breached targets include a US children’s hospital.

The NCSC said it had expanded online defence of the UK by managing an unprecedented 777
incidents over the last twelve months. Around 20% of organisations supported were linked to the
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Transmit Security Raises $543M in Series ‘A’
Transmit Security, a password-less authentication company, raised
$543M in Series ‘A’ funding, bringing its pre-money valuation to
$2.2Bn. This marks the largest Series ‘A’ funding round in cybersecurity
history and one of the highest valuations for a bootstrapped company.
The investment highlights the need for identity solutions and data
security in the face of growing cyber threats.

Insight Partners and General Atlantic led the round. The funding will be
used to increase Transmit Security’s reach in key global areas and
expand its primary business functions.

Password-based authentication, which is inherently unsafe, causes
organisations to lose millions of dollars annually and places them and
their customers at high risk. It also delivers poor user experience,
leaves customers unsatisfied and places brands at reputational risks.
Weak passwords account for 80% of data breaches and the majority of
account takeovers.

55% of consumers stop using a website because the login process is
too complex. 87.5% get locked out of an online account after too many
failed login attempts. 92% will completely abandon a website without
completing a purchase. For a single password reset, the average help
desk labour cost exceeds $70.



healthcare sector, in particular, vaccines. AstraZeneca vaccine researchers at Oxford University were
among victims helped by the NCSC.

GCHQ director, Sir Jeremy Fleming, warned that ‘The key technology we will rely on for future prosperity
and security won’t necessarily have democratic values at its core.’

Apple sues Israeli spyware group NSO, manufacturer of Pegasus
Apple is suing NSO Group Technologies, the Israeli military-grade spyware manufacturer. NSO’s
surveillance software, Pegasus, has been used to target the mobile phones of journalists, political
dissidents and human rights activists. Apple alleges that NSO has spied on and targeted Apple users. It
is seeking damage and an order stopping NSO from using any Apple software, device or services.
Pegasus exploits vulnerabilities in iPhones, allowing its deployer to infiltrate a target’s device unnoticed.

Cybersecurity start-up Arctic Wolf seeks advisors for US IPO
Cybersecurity start-up Arctic Wolf, which raised $150M at a valuation of $4.3Bn in July, is seeking to hire
financial advisors for a US IPO early next year. Investors in the private round include Viking Global
Investors and Owl Rock. Arctic Wolf benefited from higher investments in security solutions during the
pandemic, as remote working forced companies to spend more to counter cybersecurity threats.
Founded in 2012, Arctic Wolf provides security software to detect and help companies recover from
cybersecurity threats. Its clients span industries from healthcare, financial services to manufacturing. Its
revenue, generated through a subscription model, has grown by 100% in the past year.

Hacker sends spam to 100,000 from FBI email address
A hacker sent 100,000 fake emails from a real FBI address by abusing a misconfigured web portal. The
incident comes after a number of high-profile breaches of US government networks in recent months,
including a Russia-backed attack that compromised at least nine federal agencies and a Chinese-based
hacking campaign that forced the Cybersecurity and Infrastructure Security Agency to issue a rare
mandate for all government agencies to immediately update their software.

World’s largest wind turbine company suffered ransomware attack
Vestas, the Danish wind turbine maker, was forced to shut down IT systems across multiple business
units and locations after a ransomware attack. The extent of data breach is under investigation.

Cybersecurity investment to benefit from $1.2Tn US infrastructure bill
The new US infrastructure bill includes about $2Bn for cybersecurity initiatives, in a move that signifies
the government’s growing concern after devastating ransomware attacks. About $1Bn is to be dispersed
to state and local governments. The aim is to update IT infrastructure and secure critical operations. New
York-based Claroty, which raised $140M in June and Maryland-based Dragos, which raised a $200M
Series ‘D’ funding at a valuation of $1.7Bn in October, are examples of companies that could benefit.

EU retail giant Schwarz Group acquires XM Cyber for $700M
Schwarz Group, an EU-based retail company best known as the owners of the Lidl and Kaufland
supermarkets, acquired Israeli security start-up XM Cyber for $700M. XM helps customers simulate what
an attack could look like to expose flaws and openings in a company’s security posture. The goal is to
shut down vulnerabilities before an actual cyberattack happens. Schwarz seeks to protect its networks
as more shop online. XM will continue to operate as an independent entity under the terms of the deal.

XM Cyber was founded in 2016 and had raised a total of $49M pre-acquisition, according to Crunchbase
data. The most recent deal was a $17M Series ‘B’ in July led by Macquarie Capital.

UK introduces new cybersecurity legislation for IoT devices
On 24 Nov, the UK Parliament introduced the Product Security and Telecommunications Infrastructure
(PSTI) Bill. It places new cybersecurity standards on manufacturers, importers and distributors of
internet-connectable devices. New requirements include banning universal default passwords, forcing
firms to be transparent about actions they are taking to fix security flaws in their products and creating a
better public reporting system for any vulnerabilities discovered. Failure to comply could result in fines up
to £10M or 4% of their global turnover and up to £200,000 a day in the case of an ongoing contravention.


