
Facebook’s global outage paralysed many SMEs

Under suspicious circumstances, Facebook and their associated
services, including Messenger, Instagram and WhatsApp, experienced
a global outage lasting about 6 hours on 4th Oct.

Fortune and Snopes estimate a loss of at least $100 million in revenue,
using numbers Facebook provided when it released its second-quarter
earnings. During the second quarter, Facebook reported about $29
billion in revenue, equating to about £319.6 million per day in revenue,
$13.3 million per hour, £220,000 per minute and $3,700 per second.

At the worst point, Mark Zuckerberg saw $6 billion of his personal
wealth evaporate as share prices crumbled.

The outage immobilised a suite of services that nearly 2.8 billion
people rely on to communicate, do business and consume news.

The reputational damage will be greater than the mere financial loss.
Many SMEs rely on Facebook and their associated services for vital
corporate communications. 80% of Facebook’s income comes from
SMEs who now realise that they cannot have total reliance upon
Facebook’s services. An estimate shows that for the first 40 minutes of
the outage, there was $160mn lost revenues for business. Using this
figure, the total material cost of lost business would amount to $1.44bn.
Many SMEs resorted to other platforms such as Reddit and Twitter.

Dubai ruler spied on estranged wife using NSO spyware
A High Court judge in the UK has found that Sheikh Mohammed, the ruler of Dubai, allowed his
agents to hack Princess Haya, his estranged wife’s phone using NSO Group’s Pegasus military-
grade spyware. The surreptitious hacking of Princess Haya’s phone and that of five associates
including Fiona Shackleton, Haya’s divorce lawyer who has represented Prince Charles and Paul
McCartney, was discovered by chance by a US academic. There are concerns Baroness
Shackleton’s parliamentary email was hacked. The Metropolitan Police opened a five-month
investigation into the phone hacking last year but closed its probe in February without charges.

Amazon-owned Twitch hit by huge data leak
Twitch, Amazon’s live-streaming platform, has suffered a 125GB data breach exposing the service’s
source code, the income of its biggest stars and other sensitive information. No personal
information, such as addresses, has been leaked yet. The breach was posted by an anonymous
user on 4chan, a popular forum for hackers. The post alluded to more leaks in future.
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Cybersecurity fund Crosspoint closes its debut fund on $1.3billion
Crosspoint, funded in 2020 by Ian Loring and others including former Symantec CEO Greg Clark, former
Seagate CEO Steve Luczo and cybersecurity expert Hugh Thompson. In April 2021, the firm closes its
debut fund on $1.3 billion, one of the largest pools of capital collected in recent years in a maiden
fundraising effort.

The launch came at a time when the larger PE industry is pursuing investments in cybersecurity at an
unprecedented scale. In 2020, globally, there were 116 buyouts in the space and 49 PE investments, both
of which were new annual highs, according to PitchBook data. The combined value of these deals reached
$19.2 billion, 92% higher than any other year on record with the exception of 2016, when data was skewed
by Silver Lake’s involvement in Dell’s $67 billion acquisition of EMC.

The surge is continuing in 2021, with PE investors on pace to set new records for both deal count and deal
value in cybersecurity. In April, Thoma Bravo announced what will be the largest buyout ever in the space,
striking a deal to buy Proofpoint for $12.3 billion.

US has already lost AI fight to China, says ex-Pentagon software chief
Nicolas Chaillan, the Pentagon’s first chief software officer resigned in protest at the slow pace of
technological transformation in the US military, claiming, ‘We have no competing fighting chance against
China in 15 to 20 years. Right now, it’s already a done deal.’ He is set to testify to Congress.

Chaillan, 37, spent three years on a Pentagon-wide effort to boost cyber security, felt he was ‘fixing basic
cloud things and laptops’ instead of innovating as military officials were in charge of cyber initiatives for
which they lacked basic experience amidst absence of funding. He believes Beijing is heading for global
dominance due to advances in AI, machine learning and cyber capabilities - these emerging technologies
were far more critical to America’s future than hardware such as big-budget fifth-generation fighter jets, the
F-35. ‘Whether it takes a war or not is kind of anecdotal,’ he said, arguing China was set to dominate the
future of the world, controlling everything from media narratives to geopolitics. He considered US cyber
defences in some government departments to be at ‘kindergarten level’, ‘[w]e are setting up critical
infrastructure to fail.’

Chaillan acknowledged the US still outspends China by three times on defence, but said the extra cash was
immaterial because US procurement costs were high and spent in the wrong areas, while bureaucracy and
overregulation stood in the way of much-needed change at the Pentagon.

Funding for cybersecurity tops $14bn for year to date
Q2 2021 saw approximately $5.3 billion pour into
the different areas of cyber. Q3 2021 closed at just
under $5bn. Just over $14 billion now has been
invested in cybersecurity year to date – far
outpacing the then record-breaking $7.8bn raised
last year.

Seven raises this quarter were more than $200
million.Hhighlights include:

• Boston-based application security developer
Snyk closed a $530 million Series F at a
valuation of $8.5 billion. The round was co-led by
Sands Capital and Tiger Global.

• Santa Clara, California-based secure access service edge security company Netskope closed a $300
million investment round led by existing investor ICOINIQ Growth – lifting its valuation to £7.5 billion.

The continuing surge in capital investment in cybersecurity comes as the onslaught of hacks and
ransomware attacks continues to be in the news. Cybersecurity was further highlighted in a human way last
week by a report that a ransomware attack may have led to a baby’s death in 2019, when an Alabama
hospital’s computer systems were affected by an attack and unable to detect an issue during childbirth.


